] ADVANCED MEDICAL

Security Agreement
For Physicians and Physician’s Office Personnel

By downloading and installing the Philips iSite Enterprise Client software or accessing the
Provider Portal, you are agreeing to the terms and conditions set forth in this agreement.

1. Authenticated Users — The Provider Portal allows users to view patient radiologic reports and
submit scheduling requests. The Philips iSite Enterprise Client allows the user to view patient
radiologic studies and reports from Advanced Medical Imaging. As such, the user is bound by all
appropriate HIPAA compliance standards. Any violation of these standards is grounds for
immediate termination of user privileges. Additionally, the authorized user agrees to not disclose
any assigned usernames and passwords to unauthorized or authorized personnel and to employ
reasonable security means to protect such usernames and passwords. Office personnel should
not share the username or password with anyone. You must login under your own assigned
account. The user also agrees to notify Advanced Medical Imaging IT staff of any potential
violations of security and any unauthorized use of the Philips iSite Enterprise client software.

2. Secure Connection to Advanced Medical Imaging - Access to the Advanced Medical
Imaging iSite Enterprise PACS and the Provider Portal is done through a server at Advanced
Medical Imaging. Any detected attempts to access the system without authorization may result in
criminal prosecution.

3. Warranty - Advanced Medical Imaging makes no warranty which places Advanced Medical
Imaging as responsible for the quality of images or the quality of the Internet connection that the
user employs. Furthermore, Advanced Medical Imaging makes no warranty as to any effects that
the use of the Philips iSite Enterprise software has on the user's workstation(s). The software is
provided for downloading, as is. In no event shall Advanced Medical Imaging be liable for any
lost revenue, profit or data, or, for special, indirect, consequential, incidental or punitive damages
however caused and regardless of the theory of liability arising out of the use of and or inability
to use the software even if Advanced Medical Imaging or its suppliers are notified of the
possibility of such damages.

If, for any reason, you become aware that someone has discovered your access code, please
notify Information Systems at 303/433-9729 immediately and the appropriate action will be
taken. If an employee who is a user of the system resigns or is terminated, please notify our
office immediately so we can deny their access to the system.

I have read and fully understand my responsibility as to the security and integrity of information
obtained through Advanced Medical Imaging’s computer systems and software.

Print Name:

Office Name: Phone:

Signature: Date:

Please fax this signed agreement to the Compliance Officer at 303/964-1439. Thank you.



